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(57) Abstract 



A method and a device for access control, whereby a control 
unit (13) is operatively connected with a memory (14) for storage 
of authorized identification numbers for current service or access 
in a register. The control unit (13) is operatively connected with 
a telephone unit (12) for reception of an identification number 
of a calling party by means of a telephone connection made by 
wireless telephony from a remote control unit (11). The control 
unit (13) is designed to compare the received identification number 
with the stored identification numbers without answering the 
telephone connection, and to emit a signal to accept authorization 
if the received identification number is in agreement with an 
identification number stored in the register. 
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METHOD AND DEVICE FOR ACCESS CONTROL 

. BY USE OF MOBILE PHONE 

THE FIELD OF THE INVENTION 

5 The invention concerns a method and device for access control. The 

designation 'access control' pertains, among other things, to the unlocking 
and opening of doors, ordering and reception of products, and control of 
charging for expenses to the account of an authorized person and similar. 

Examples of practical applications are automatically opening doors for 
0 garage installations, activation or deactivation of alarms, purchases from 
vending machines and similar, and starting or stopping of heating systems 
and similar. 

STATE OF THE ART 

5 

Completely different systems are used today for the applications listed 
above. Today garage installations can be equipped with remote control de- 
vices, by means of which the user of the garage can open the garage door 
from an automobile. All remote control devices are usually designed to emit a 
simple identification signal that is the same for all users. A receiver at the 
garage door receives the signal emitted by the remote control device and 
opens the door if the identification signal is the correct one. It is a great dis- 
advantage that a remote control device can be stolen and misused for en- 
trance into the garage. If even one remote control device is misused in any 
way, it can be necessary to exchange all of them so that a new identification 
signal can be used. It is also necessary to replace or adjust the receiver. 

Similar remote control devices are used for remote activation and cor- 
responding deactivation of alarms. It is, however a prerequisite that the iden- 
tification signal be unique for every alarm installation so that individual alarm 
installations are not activated by others than persons who are authorized. 
Remote control devices must therefore be produced in many different de- 
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signs with unique identification signals. Even every alarm installation must be 
given a unique design, which becomes costly both to produce and exchange. 

There are systems on the r market today by means of which heating 
systems and similar can be remotely controlled by telephone. The simplest 
5 systems are based on a receiver connected to the telephone network that 
registers the number of incoming telephone connection signals. A certain 

number of signals corresponds to a certain command or a certain control 

i. 

signal. An advantage with this type of remotely-controlled systems is that 
there is no on-line connection, which means that no expense is incurred for 
10 the connection. Such a simple system can, however, easily be misused and 
activated accidentally. 

More complicated but secure systems suffer in principle from the same 
drawbacks and disadvantages as the alarm systems described above. 

15 THE INVENTION IN SUMMARY 

One objective of the invention is to provide a method and device with 
access control, whereby an arbitrary number of users can be checked for 
purposes of authorization in a simple manner and so that authorized users 
20 can easily be added or removed. This objective is attained in that the inven- 
tion incorporates the special features cited in patent claims 1 and 3, respec- 
tively. 

In accordance with a preferred embodiment the authorized identifica- 
tion numbers are stored in a register that is connected with a control unit. 

25 The register and control unit are included in a central processor that is con- 
nected with the equipment to which the user will receive access if correct 
authorization can be established. The central processor can have a wireless 
connection with a remote control device by means of a telephone unit in- 
cluded in the central processor, preferably in form of a conventional mobile 

30 telephone. 
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In conjunction with checking for purposes of authorization, a telephone 
connection is made from the remote control device to the central processor's 
telephone unit. The identification number of the party dialing, actually the 
subscriber number, is thereby transmitted to the telephone unit in a conven- 
5 tional manner. The identification number is available in the telephone unit 
without the connection being answered. The identification number is usually 
used for the so-called CLIP, "Calling Line Identification Presentation", i.e. a 
caller-ID. A prerequisite is thus that the mobile telephone be connected with 
an operator and a mobile telephone system that includes this or correspond- 
10 ing service. 

The received identification number is compared with the authorized 
identification numbers stored in the register. When they are in agreement, 
the control unit can emit a control signal to the appropriate equipment so that 
the subscriber is given access to it, for example in that an automatically con- 
15 trolled door is opened. The comparison with the stored numbers and subse- 
quent control of the equipment or service to which the identification number 
grants access occurs without a telephone connection being set up. Nor does 
the user need to enter a code but needs only to dial the telephone number 
that is associated with the equipment or service. 

20 Further advantages and special features of the invention can be seen 

from the following description, drawings, and dependent patent claims. 



BRIEF DESCRIPTION OF THE DRAWINGS 

25 The invention will now be described in more detail with the aid of ex- 

emplary embodiments with reference to the enclosed drawings on which 
FIG 1 schematically shows two alternative embodiments of a device ac- 
cording to the invention arid ' 1 0i 
FIG 2 is a flow chart that shows an example of steps carried out in a man- 

30 ner according to the invention. 
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4 

THE INVENTION 

The embodiment of a device according to the invention shown sche- 
matically in FIG 1 includes a central processor 10, which can be connected * 

5 with different types of equipment for control of the equipment. Central proc- 
essor 10 is also connected with a remote control unit 1 1 by means of a wire- 
less connection. In a preferred embodiment of the device according to the 
invention remote control unit 1 1 includes a mobile telephone. In a simple 
embodiment remote control unit 1 1 consists wholly of a conventional mobile 

0 telephone. 

Central processor 10 includes a telephone unit 12 for mobile teleph- 
ony and a control unit 13 operatively connected with telephone unit 12. 
When connection of telephone unit 12 occurs, the identification number of 
the connecting subscriber is transferred directly to control unit 13. The trans- 
5 fer of the identification number occurs without the connection being an- 
swered. Central processor 10 also includes a memory 14 with a register for 
identification numbers. Identification numbers can be transferred to memory 
14 by means of telephone unit 12 or another unit in the manner described 
below. Without answering the connection control unit 13 compares the in- 
coming identification number with identification numbers stored in the regis- 
ter of memory 14. 

If the incoming identification number is in agreement with a stored 
identification number, control unit 13 determines that there is authorization. 
In the embodiment shown the condition that there is authorization leads to 
transmission of a control signal to drive unit 15 that is operatively connected 
with control unit 13. The control signal causes drive unit 15 to start motor 16, 
so that a door 17 is opened. Door 17 is preferably a garage door or similar. 

A system of the type described above is more secure than a conven- 
tional lock and key system, since a person who comes into possession of 
remote control unit 1 1 and is not authorized mustalso know the telephone 
number that is required in order to communicate with the telephone unit. Cor- 
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respondingly higher security is also present as compared to systems based 
on conventional remote controls and magnetic cards. 

In an alternative embodiment the control signal from control unit 13 is 
used to activate or deactivate an alarm in an alarm unit 18. Activation or de- 
5 activation can occur directly or by means of a suitable drive unit 15. In ac- 
cordance with one embodiment the alarm is activated at every second tele- 
. phone connection and deactivated at every second connection. A simple 
embodiment of this type gives limited security, since authorization to activate 
alarm unit 18 is given to the person who has remote control unit 11. 

10 Security can be increased in different ways or provided on different 

levels, for example by letting telephone unit 12 answer a telephone connec- 
tion from remote control unit 1 1 and also requiring that a code be transferred 
to telephone unit 12 and accepted by control unit 13 in order to grant a 
higher or complete authorization. A mobile telephone and the associated 

1 5 keypad for transfer of tone signals corresponding to the pressing of keys in a 
conventional way are preferably used in such an embodiment. 

The identification numbers that are stored in the register of memory 14 
can be transmitted to the register in different ways. According to a preferred 
embodiment all identification numbers are transmitted wirelessly by means of 
20 telephone unit 12. In such an embodiment a special software program is ac- 
tivated in control unit 13 and data corresponding to identification numbers 
are loaded by means of a modem 29 into the register in memory 14 after a 
telephone connection has been established from a telephone unit with 
predetermined identification numbers and the connection has been 

2J answe C^$joading of identification numbers into the register of memory 14 ac- 
cording to an alternative embodiment is accomplished by means of a com- 
puter 1 9 operatively connected with control unit 13. Computer 19 is suitably 
portable and is connected with central processor 10 in connection with stor- 
age of current identification numbers. 
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6 

When a device according to the invention is to be used, a telephone 
connection that corresponds to an authorized identification number is made 
from remote control unit 1 1 , usually by means of a normal mobile telephone. 
The connection is made to the telephone number that corresponds to the 
5 desired service or product, for example the telephone number of the tele- 
phone unit that is associated with a garage door or similar. 

FIG 1 also schematically shows a third alternative embodiment. In ac- 
cordance with this embodiment, drive unit 15 is connected with a vending 
machine 28 or similar. By the same means, in principle, as described below 

10 an owner of a mobile telephone with a registered subscriber number or iden- 
tification number can have access to any product in vending machine 28 by 
connecting with telephone unit 12, which is associated with vending machine 
28. The removed product can later be debited from the account of the owner 
of the registered identification number. Corresponding amounts can alterna- 

1 5 tively be charged to an associated account, for example a gasoline card or 
credit card. 

The flow chart in FIG 2 schematically shows what happens after that in 
central processor 10. When the telephone connection is made, the sub- 
scriber number or identification number of the party calling is detected in po- 

20 sition 20. It is determined in position 21 whether the incoming identification 
number corresponds to an identification number that gives authorization to 
make changes in the register of authorized users or subscribers. If that is the 
case, the call is answered in position 22. With use of suitable program soft- 
ware in control unit 13 and suitable hardware, for example a modem, central 

25 processor 13 receives new identification numbers in position 23 and stores 
them in the register in memory 14. When all changes or additions have been 
made, the connection is terminated in position 24. The steps taken in posi- 
tions 21 to 24 can be eliminated if updating of the register in memory 14 and 
central processor 10 is otherwise accomplished by means of direct physical 

30 connection with computer 1 9 or in another way. 



WO 00/35178 PCT/SE99/02202 

A detected called-in identification number is compared in position 25 
with the identification numbers stored in the register in memory 14. The 
comparison preferably occurs with the aid of control unit 13 and without the 
telephone connection being answered. If the calling identification number is 
5 - found in the register, authorization is accepted in position 26. The external 
unit that is associated with the subscriber number of the telephone is then 
activated in position 27. The central processor then returns to position 20 
and detects any new called-in subscriber number. 

If, on the other hand, the called-in identification number is not found in 
10 the register upon comparison in position 25, the central processor returns to 
position 20 and detects any new called-in subscriber number. 

Through the fact that information on authorized persons is stored in 
the register of memory 14 in the manner described above, updating can be 
accomplished quite simply. Updating can remain current when new users are 
15 added or old ones dropped. It is also very easy to remove an identification 
number, if the remote control unit is lost or stolen. Such correction can occur 
without other users being affected in any way. 
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PATENT CLAIMS 

1 . A method of access control, characterized in 

that authorized identity numbers are stored in a register for current service 
or access, 

that the identification number of a user is sent as an identification signal for 
the calling party in a telephone call by means of a wireless telephone, 

that the identification number is compared with the identification numbers 
stored in the register without answering the telephone call, and 

that authorization is accepted if the incoming identification number is in 
agreement with an identification number stored in the register. 

2. A method according to Claim 1 , whereby the register is updated by re- 
ceiving a predetermined identification number through a telephone connec- 
tion, by answering the telephone call, and by transmiting data corresponding 
to identification numbers by means of telephony for storage in the register. 

3. A device for access control, characterized in 

that a control unit (13) is operatively connected with a memory (14) for 

storage of authorized identification numbers for current service or ac- 
cess in a register, 

that the control unit (13) is operatively connected with a telephone unit (12) 
for reception of an identification number of a calling party by means of 
a telephone connection made by wireless telephony from a remote 
control unit (11), 

that the control unit (13) is designed to compare the received identification 
number with the stored identification numbers without answering the 
telephone connection, and 

that control unit (13) is designed to emit a signal to accept authorization if 
the received identification number is in agreement with an identifica- 
tion number stored in the register. 
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4. A device according to Claim 3, c h a r a c t e r i z e d in 

that the remote control unit (11) comprises a mobile telephone and 
that the identification number consists of the subscriber number associated 
- 5 with the mobile telephone. 

5. A device according to Claim 3, characterized in 

that the control unit (13) is operatively connected with a drive unit (15) for 
activation of the drive unit (15) by means of the signal accepting au- 
10 thorization. 

6. A device according to Claim 5, characterized in 

that the drive unit (15) is operatively connected with a motor unit (16) for 
opening of a door (17) when receiving the signal accepting authoriza- 
15 tion. 

7. A device according to Claim 5 f characterized in 

that the drive unit (15) is operatively connected with an alarm unit (18) for 
activation and deactivation when receiving the signal accepting au- 
20 thorization. 

8. A device according to Claim 5, characterized in 

that the drive unit (15) is operatively connected with a vending machine 
(28), for supplying vended items when receiving the signal accepting 
25 authorization. 

9. A device according to Claim 3 f c h a ra c t e ri z e d in 

that a computer unit (19) is operative^ connected with the control unit (13) 
for transfer or updating of identification numbers in the register of 
30 memory (14). 

1 0. A device according to Claim 3, character'! zed in 
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that the control unit (13) is designed to answer an incoming call if a current 
identification number is in agreement with a predetermined identifica- 
tion number, and 

that the control unit comprises a modem for transfer of identification num- 
bers for entry into or updating of the register of memory (14); 



WO 00/35178 



1/2 



PCT/SE99/02202 



_ 



,28 




\ \\\\\ 




WO 00/35178 



2/2 



PCT/SE99/02202 



START 



24 



DETECT INCOMING 
SUBSCRIBER NUMBER (ID) 



TERMINATE CALL 



RECEIVE AND STORE 
CURRENT ID(S) 




NO 



YES 



AUTHORIZATION 
ACCEPTED 



•26 



ACTIVATE OUTER UNIT 2 7 
(DOOR, ALARM, 
HEATING SYSTEM, ...) 

I 



FIG 2 



ORLD INTELLECTUAL PROPERTY ORGANIZATION 
International Bureau 




PCT 

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(51) International Patent Classification 7 
H04M 11/00, 3/42 



A3 



(11) International Publication Number: 
(43) International Publication Date: 



WO 00A35178 

15 June 2000(15.06.00) 



(21) International Application Number: PCT/SE99/02202 

(22) International Filing Date: 26 November 1999 (26.1 1.99) 



(30) Priority Data: 
9804055-3 



26 November 1998 (26.1 1.98) SE 



(71) Applicant (for all designated States except US): M-PHONE 

COMMUNICATIONS AB [SE/SE]; Box 1112. S-183 11 
Taby (SE>. 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): JERVILL, Martin 
[SE/SE]; Plejelvagen 9, S-230 10 Skanbr (SE). JEPPSSON, 
Per [SE/SE]; Myntvagen 29, S-231 55 TRELLEBORG 
(SE). ERICSSON, Lars [SE/SE]; Sundholmsgatan 20, 
S-216 41 Malmd(SE). 

(74) Agent: HANSSON THYRESSON PATENTBYRA AB; Patent 
Dept., Box 73, S-201 20 Malmo (SE). 



(81) Designated States: AE, AL, AM, AT, AU, AZ, BA, BB, BG, 
BR, BY, CA, CH. CN, CR, CU, CZ, DE, DK. DM. EE, 
ES, FI, GB, GD, GE, GH. GM. HR, HU. ID, IL, IN. IS, JP, 
KE, KG, KP, KR, KZ, LC,"LK, LR, LS, LT, LU. LV, MD, 
MG, MK, MN, MW, MX, NO, NZ, PL, PT, RO, RU ( SD, 
SE, SG, SI, SK, SL, TJ, TM, TR, TT, TZ, UA, UG. US, 
UZ. VN, YU, ZA, ZW, ARIPO patent (GH, GM, KE, LS, 
MW, SD, SL, SZ. TZ, UG, ZW), Eurasian patent (AM. AZ, 
BY, KG. KZ, MD, RU, TJ, TM), European patent (AT, BE, 
CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU, MC. 
NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI, CM, GA, 
GN, GW, ML, MR, NE, SN. TD, TG). 



Published 

With international search report 
In English translation (filed in Swedish). 

(88) Date of publication of the international search report: 

31 August 2000 (31.08.00) 



(54) Title: METHOD AND DEVICE FOR ACCESS CONTROL BY USE OF MOBILE PHONE 
(57) Abstract 



A method and a device for access control, whereby a control 
unit (13) is operatively connected with a memory (14) for storage 
of authorized identification numbers for current service or access 
in a register. The control unit (13) is operatively connected with 
a telephone unit (12) for reception of an identification number 
of a calling party by means of a telephone connection made by 
wireless telephony from a remote control unit (11). The control 
unit (13) is designed to compare the received identification number 
with the stored identification numbers without answering the 
telephone connection, and to emit a signal to accept authorization 
if the received identification number is in agreement with an 
identification number stored in the register. 



10 



12- 





TELEPHONE 
" UNIT 










modem) 




ft 






"control 






UNIT 












MEMORY 









l 


□ 

B 






□ 

B 


1 



\\\\\\ 





> m 



FOR THE PURPOSES OF INFORMATION ONLY 
Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT. 



AL 


Albania 


ES 


Spain 


LS 


Lesotho 


SI 


Slovenia 


AM 


Armenia 


FI 


Finland 


LT 


Lithuania 


SK 


Slovakia 


AT 


Austria 


FR 


France 


LU 


Luxembourg 


SN 


Senegat 


AU 


Australia 


GA 


Gabon 


LV 


Latvia 


SZ 


Swaziland 


AZ 


Azerbaijan 


GB 


United Kingdom 


MC 


Monaco 


TD 


Chad 


BA 


Bosnia and Herzegovina 


GE 


Georgia 


MD 


Republic of Moldova 


TG " 


Togo 


BB * 


Barbados 


GH 


Ghana 


MG 


Madagascar 


TJ 


Tajikistan 


BE 


Belgium 


GN 


Guinea 


MK 


The former Yugoslav 


TM 


Turkmenistan 


BF 


Burkina Faso 


GR 


Greece 




Republic of Macedonia 


TR 


Turkey 


BC 


Bulgaria 


HU 


Hungary 


ML 


Mali 


TT 


Trinidad and Tobago' 


BJ 


Benin 


IE 


Ireland 


MN 


Mongolia 


UA 


Ukraine 


BR 


Brazil 


IL 


Israel 


MR 


Mauritania 


UG 


Uganda 


BY 


Belarus 


IS 


Iceland 


MVV 


Malawi 


US 


United Slates of America 


CA 


Canada 


IT 


Italy 


MX 


Mex ico 


uz 


Uzbekistan 


CF 


Central African Republic 


JP 


Japan 


NE 


Niger 


VN 


Viet Nam 


CG 


Congo 


KE 


Kenya 


NL 


Netherlands 


YU 


Yugoslavia 


CH 


Switzerland » 


KG 


Kyrgyzstan 


NO 


Norway 


ZW 


Zimbabwe 


CI 


Cdte d'lvoirc 


. KP 


Democratic People's 


NZ 


New Zealand 






CM 


Cameroon 




Republic of Korea 


PL 


Poland 






CN 


China 


KR 


Republic of Korea 


PT 


Portugal 






cu 


Cuba 


KZ 


Kazakstan 


RO 


Romania 






cz 


Czech Republic 


LC 


Saint Lucia 


RU 


Russian Federation 






DE 


Germany 


LI 


Liechtenstein 


SD 


Sudan 






DK 


Denmark 


LK 


Sri Lanka 


SE 


Sweden 






EE 


Estonia 


LR 


Liberia 


SG 


Singapore 







INTERiNATIO 



SEARCH REPORT 



International application No. 

PCT/SE 99/02202 



A. CLASSIFICATION OF SUBJECT MATTER 



IPC7: H04M 11/00, H04M 3/42 t i . r a ^ 

According to International Patent Classification (IPC) or to botn national classification ?.r.d IPC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 

IPC7: H04M, H04L, G07C 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 

SE,DK t FI,N0 classes as above 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim Nq, 



WO 9401963 Al (ROZGONYL, JOSEPH), 20 January 1994 
(20.01.94), whole document 



GB 2268663 A (NEC CORPORATION), 12 January 1994 
(12.01.94), whole document 



Patent Abstracts of Japan, abstract of JP 
4-357747 A (MATSUSHITA ELECTRIC CO LTD), 
10 December 1992 (10.12.92) 



1-10 

1,3-5,9 
2,6-8,10 

1,3-5 



Further documents are listed in the continuation of Box C. 



)( See patent family annex. 



* Special categories of cited documents: 

"A" document defining the general state of the art which is not considered 

to be of particular relevance 
"E* erlier document but published on or after the international filing date 

"L" document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of another citation or other 
special reason (as specified) 

"O" document referring to an oral disclosure, use, exhibition or other 
means 

"P" document published prior to the international filing date but later than 
the priority date claimed 



"T" later document published after the international filing date or priority 
date and not in conflict with the application but cited to understand 
the principle or theory underlying the invention 

"X" document of particular relevance: the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when the document is taken alone 

"Y* document of particular relevance: the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such combination 
being obvious to a person skilled in the art 

"Sc." document member of the same patent family 



Dale of the actual completion of the international search 



7 April 2000 



Date of mailing of the international search report 

2 5 -04- 2000 



Name and mailing address of the ISA/ 
Swedish Patent Office 
Box 5055, S-102 42 STOCKHOLM 
Facsimile No. +46 8 666 02 86 



Authorized officer 



Gunilla Jonsson / JA A 

Telephone No. + 46 8 782 25 00 



Form PCT/1S A/210 (second sheet) (July 1992) 



^1 



INTERNATIONAL SEARCH REPORT 



International application No. 

PCT/SE 99/02202 



C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Category * 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



Jan Mel in, n Betala lasken pa telerakningen Nytt 

satt att anvanda GSM-natet", 1998, Ny Teknik, * 
(Stockholm), page 11, using _mobile phones for 
paying soft driknks, opening garage doors and for 
alarmsystems 



Sundstrom-Margaretha, "Mobiltelefoni . Maskiner ny 

marknad. Med en telefon pa garageporten slipper du 
lamna bilen." , 1998, Dagens Nyheter, using mobile 
phones for alarmsystems and opening garage doors 



JP 11120398 A (NTT FACILITIES KK) 1999-04-30 

(abstract) World Patents Index (online). London, 
U.K.: Derwent Publications, Ltd. (retrieved on 
2000-04-06). Retrieved from: EPO WPI Database. 
DW199928. Accession No. 1999-332244. 
&JP 11120398 (NTT POWER AND BUILDING FACILITIES INC) 

1999- 07-30 (abstract), (online) (retrieved on 

2000- 04-06). Retrieved from: EPO PAJ Database; 
&11-120398 A (NTT POWER AND BUILDING FACILITIES INC) 
30 April 1999, see especially part 0006 and figure 2 



6-8 



6-7 



1-10 



Form PCT.'IS A/210 (continuation of second sheet) (July 1992) 



# 



INTERNATIONAL SEARCH REPORT 

Information on patent family members 



02/12/99 



International application No. 
PCT/SE 99/02202 



Patent document 
cited in search report 



Publication 
date 



Patent family . 
member(s) 



Publication 
date 



WO 9401963 Al 
GB 2268663 A 



20/01/94 
12/01/94 



AU 4661093 A 
JP 6006428 A 



31/01/94 
14/01/94 



Form PCT/1S/V/210 (patent family annex) (July 1992) 



THIS PAGE BLANK (uspto) 



